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Data Abuse is Pervasive

Government Data Abuse

Corporate Data Abuse

Criminal Data Abuse 1
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Our target in the Data Life-cycle
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Our Design Philosophy

People should control technology, not the otherway around.
People should have a say over their data.

DO1: Informed Consent DO2: Opt-in/Opt-out DO3: Transparency
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Our Approach: SecureCheck
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SecureCheck Progress

• Access Mediation Contract
Model
◦ Sept 2024

• Conflict Resolution
Recommendation System
◦ May 2025

• Geolocation based
Recommendation System
◦ August 2025

• Qualitative and Quantitative
Studies
◦ December 2025

Preliminary Results
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Thank You,
Questions?

Work In Progress Article:
SecureCheck: User-Centric and Geolocation-Aware Access Mediation

Contracts for Sharing Private Data. ACM SACMAT 2024.
https://doi.org/10.1145/3649158.3657050

https://doi.org/10.1145/3649158.3657050
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